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Data Security Addendum

AGREEMENT ON 

CONFIDENTIALITY OF 

PROTECTED HEALTH INFORMATION
This Agreement, dated ________________ is by and between Cascade Asset Management (“Cascade”) and _____________________ (“Company”).

Company and Cascade enter into this Agreement to comply with the requirements of the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), its implementing regulations (45 C.F.R. Parts 160‑164), as well as other privacy and confidentiality considerations of Company.  This Agreement is a corollary to the Electronic Equipment Retirement and Recycling Service Agreement engaged in by both parties.

I. DEFINITIONS.

A. “Health Information” means any information, whether oral or recorded in any form or medium, that:

1) Is created or received by a health care provider, health plan, public health authority, employer, life insurer, school or university, or health care clearinghouse; and

2) Relates to the past, present or future physical or mental health or condition of an individual; the provision of health care to an individual; or the past, present, or future payment for the provision of health care to an individual.

B. “Electronic Media” means the mode of electronic transmissions and storage.  It includes the Internet, extranet (using Internet technology to link a business with information only accessible to collaborating parties), leased lines, dial-up lines, private networks, and those transmissions that are physically moved from one location to another using magnetic tape, disk, or compact disk media.

C. “Individually Identifiable Health Information” means information that is a subset of Health Information, including demographic information collected from an individual, and (A) is created or received by a health care provider, health plan, employer, or health care clearinghouse; and (B) relates to the past, present, or future physical or mental health or condition of an individual; the provision of health care to an individual; or the past, present or future payment for the provision of health care to an individual; and (C) identifies the individual, or with respect to which there is a reasonable basis to believe the information can be used to identify the individual.

D. “Privacy Standards” means the Standards for Privacy of Individually Identifiable Health Information, 45 C.F.R. Parts 160 and 164.

E. “Protected Health Information” means Individually Identifiable Health Information that is (A) transmitted by Electronic Media, (B) maintained in any medium constituting Electronic Media; or (C) transmitted or maintained in any other form or medium.  “Protected Health Information” shall not include (A) education records covered by the Family Educational Right and Privacy Act, as amended, 20 U.S.C. §1232g and (B) records described in 20 U.S.C. §1232g(a)(4)(B)(iv).

F. “Standard Transaction” means the electronic transmission of information between the parties to carry out financial or administrative activities related to health care.  It includes the following types of transmissions, as established in 45 C.F.R. § 160.103:

1) Health care claims or equivalent encounter information.

2) Health care payment and remittance advice.

3) Coordination of benefits.

4) Health care claims status.

5) Enrollment and disenrollment in a health plan.

6) Eligibility for a health plan.

7) Health Plan premium payments.

8) Referral certification and authorization.

9) First report of injury.

10) Health claims attachments.

11) Other transactions that the Secretary of the United States Department of Health and Human Services may prescribe by regulation.

II. PRIVACY OF PROTECTED HEALTH INFORMATION.

A. Cascade Requirement for Non-Disclosure.  Cascade is not permitted nor required to use or disclose Protected Health Information it receives for or from Company except as explicitly listed in this Agreement.  Cascade shall manage Protected Health Information only as follows:

1) Functions and Activities on Company’s Behalf.  To provide electronic equipment retirement and recycling services for surplus, obsolete and scrap computer and electronic equipment, including secure electronic destruction (wiping) and physical destruction (shredding) of information on electronic media (disk drives, personal data assistants, cellular phones, and electronic and paper media).  
B. Prohibition on Unauthorized Use or Disclosure.  Cascade will neither use nor disclose Protected Health Information it creates or receives for or from Company or from another business associate of Company, except as permitted or required by this Agreement or as required by law or as otherwise permitted in writing by Company.

C. Information Safeguards.  Cascade will develop, implement, maintain and use appropriate administrative, technical and physical safeguards, in compliance with Social Security Act § 1173(d) (42 U.S.C. § 1320d‑2(d)), 45 C.F.R. § 164.530(c) and any other implementing regulations issued by the U.S. Department of Health and Human Services, to preserve the integrity and confidentiality of and to prevent non‑permitted or violating use or disclosure of Protected Health Information created or received for or from Company.  Cascade will document and keep these safeguards current.

D. Sub‑Contractors and Agents.  Cascade will require any of its subcontractors and agents, to which Cascade is permitted by this Agreement or in writing by Company to disclose any of the Protected Health Information Cascade creates or receives for or from Company, to provide reasonable assurance, evidenced by written contract, that subcontractor or agent will comply with the same privacy and security obligations as Cascade with respect to such Protected Health Information.

III. PROTECTED HEALTH INFORMATION ACCESS, AMENDMENT AND DISCLOSURE ACCOUNTING.
A. Access.  At the direction of Company, Cascade will permit an individual (or the individual’s personal representative) to inspect and obtain copies of any Protected Health Information about the individual which Cascade created or received for or from Company and that is in Cascade’s custody or control.  Cascade will follow the procedures for access set out in 45 C.F.R. § 164.524.  Cascade will promptly report each provision of such access to Company.

B. Amendment.  Cascade will, upon receipt of notice from Company, promptly amend or permit Company access to amend any portion of the Protected Health Information which Cascade created or received for or from Company so that Company may meet its amendment obligations under 45 C.F.R. § 164.528.

C. Disclosure Accounting.  Cascade will document each disclosure it makes of Protected Health Information it creates or receives for or from Company and will make available to Company its books, records and other documents relating to such disclosures for inspection during regular business hours at its place of business so that Company may meet its disclosure accounting obligations under 45 C.F.R. § 164.528.

D. Inspection of Records and Books.  Cascade will make its internal practices, books, and records, relating to its use and disclosure of the Protected Health Information it creates or receives for or from Company, available to Company and to the U.S. Department of Health and Human Services to determine compliance with 45 C.F.R. Parts 160‑164 or this Agreement.

IV. BREACH OF PRIVACY OBLIGATIONS.
A. Reporting.  Cascade will report to Company any use or disclosure of Protected Health Information not permitted by this Agreement or in writing by Company, or in violation of 45 C.F.R. Part 164.  Cascade will make the report to Company’s Privacy Officer, the Director of Corporate Compliance and Internal Audit, not less than 24 hours after Cascade learns of such non‑permitted or violating use or disclosure.  Cascade’s report will at least:

1) Identify the nature of the non‑permitted or violating use or disclosure;

2) Identify the Protected Health Information used or disclosed;

3) Identify who made the non‑permitted or violating use or received the non‑permitted or violating disclosure;

4) Identify what correction action Cascade took or will take to prevent further non‑permitted or violating uses or disclosures;

5) Identify what Cascade did or will do to mitigate any deleterious effects of the non‑permitted or violating use or disclosure; and

6) Provide such other information, including a written report, as Company may reasonable request.

B. Termination of Agreement.
1) Right to Terminate for Breach.  Company may terminate Agreement, and any other agreement between Company and Cascade, if it determines, in its sole discretion, that Cascade has breached any provision of this Agreement.  Company may exercise this right to terminate by providing Cascade with written notice of termination, stating the breach of the Agreement that provides the basis for the termination of this Agreement and any other agreement between the parties.  Any such termination will be effective immediately or at such other date specified in Company’s notice of termination.

2) Amendment of All Other Agreements Between the Parties.  This Agreement amends all other agreements for privacy protection and data security between Cascade and Company, whether now existing or hereafter entered into or arising.  The parties intend this right to terminate such other agreements to supercede any provisions in any other agreements to the contrary.  

3) Obligations upon Termination.

(a) Return or Destruction.  Upon termination, cancellation, expiration or other conclusion of Agreement, Cascade will if feasible return to Company or destroy all Protected Health Information, in whatever form or medium (including in any electronic medium under Cascade’s custody or control), that Cascade created or received for or from Company, including all copies of and any data or compilations derived from and allowing identification of any individual who is a subject of the Protected Health Information.  Cascade will complete such return or destruction as promptly as possible, but not later than 30 days after the effective date of the termination, cancellation, expiration or other conclusion of Agreement.  Cascade will identify any Protected Health Information that Cascade created or received for or from Company that cannot feasibly be returned to Company or destroyed, and will limit its further use or disclosure of that Protected Health Information to those purposes that make return or destruction of that Protected Health Information infeasible.  Within such 30 days, Cascade will certify on oath in writing to Company that such return or destruction has been completed, will deliver to Company the identification of any Protected Health Information for which return or destruction is infeasible and, for that Protected Health Information, will certify that it will only use or disclose such Protected Health Information for those purposes that make return or destruction infeasible.

(b) Continuing Privacy Obligation.  Cascade’s obligation to protect the privacy of the Protected Health Information it created or received for or from Company will be continuous and survive termination, cancellation, expiration or other conclusion of Agreement.

C. Indemnification.

In the event that any illegal or noncompliant use or disclosure of Protected Health Information by Cascade or any person or entity to whom Cascade has disclosed Protected Health Information in violation of this Agreement results in penalties being assessed against Company, Cascade will indemnify Company to the extent of those penalties.

V. COMPLIANCE WITH STANDARD TRANSACTIONS.  If Cascade conducts in whole or part Standard Transactions for or on behalf of Company, then Cascade is a “Trading Partner” of Company.  This section V constitutes a “Trading Partner Agreement” as required by 45 C.F.R. Part 162.  As a Trading Partner, Cascade will comply, and will require any subcontractor or agent involved with the conduct of such Standard Transactions to comply, with each applicable requirement of 45 C.F.R. Part 162.  As a Trading Partner, Cascade will not enter into, or permit its subcontractors or agents to enter into, any Trading Partner Agreement in connection with the conduct of Standard Transactions for or on behalf of Company that:

A. Changes the definition, data condition, or use of a data element or segment in a Standard Transaction;

B. Adds any data elements or segments to the maximum defined data set;

C. Uses any code or data element that is marked “not used” in the Standard Transaction’s implementation specification or is not in the Standard Transaction’s implementation specification; or

D. Changes the meaning or intent of the Standard Transaction’s implementation specification.

VI. AMENDMENT TO AGREEMENT.  Upon the effective date of any final regulation or amendment to final regulations promulgated by the U.S. Department of Health and Human Services with respect to Protected Health Information or Standard Transactions, this Agreement will automatically amend such that the obligations they impose on Cascade remain in compliance with these regulations.

IN WITNESS WHEREOF, Company and Cascade execute this Agreement in 
multiple originals to be effective on the last date written below.

Cascade Asset Management, LLC

   ___________________________

By:


By:


Title:


Title:



Date:


Date:
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